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Summary. Introduction. Ensuring security on the Internet today is an important part of the work of world-famous compa-
nies, namely: LinkedIn, Facebook, Twitter, Instagram, which provide, support and develop social networks. Cyber security of
business structures needs constant support and improvement based on analysis of its efficiency and effectiveness. This will
contribute to the increase of cyber resistance and the development of the business structure in modern conditions.

Purpose. The purpose of the article is to investigate the main principles of ensuring cyber security of business structures in
social networks, taking into account the specifics of information law and the latest technologies.

Materials and methods. Research materials are scientific and reference literature, practical experience on the outlined topic.
In the research process, general scientific and special methods were used, in particular: theoretical generalization, systematiza-
tion and system analysis, as well as the graphic method.

Results. Theoretical provisions have been improved and practical recommendations have been developed to ensure the cyber
security of business structures in social networks, taking into account the specifics of economic activity, information law and the
latest technologies. The scientific novelty is the improvement of the system and mechanism of minimizing third-party (external)
cybernetic influence, taking into account the corresponding consequences on the personal office of the manager (or adminis-
trator) of the business structure in social networks. A description of possible algorithms for data analysis of business structures
in social networks as a data collection tool is also added. In addition, possible methods of countermeasures and increasing the
security of the pages of administrators and account owners in social networks are evaluated. This is due to the fact that any in-
formation collected on the Internet can provoke attackers to launch a cyber attack. Given the impossibility of hacking social net-
works as a complete system, criminals use hacking of personal accounts of business leaders. The impact of business, economic
connections in social networks is also considered to determine the group of people who are engaged in the promotion of goods
in social networks. An analysis of the existing methods of ensuring cyber security in the most famous social networks Facebook
and Instagram was carried out, taking into account the specifics of economic activity, information law and technologies.

Prospects. In the future, it is recommended to study the types of information systems and technologies in areas enshrined
in the integrity of business structures.

Key words: business, business structure, cyber security, information technology, information, analytics, information law,
business risks, user, corporate page, social network, result.

AHoTauis. Bctyn. 3abe3nedeHHs be3neku B IHTePHETI Cb020gHI € BIXKIMBOI YACTUHOIO pobOTH BCECBITHLO BIgOMMX KOMIMAHIM,
a came: LinkedIn, Facebook, Twitter, Instagram, siki HagaroTb, NigTPUMYIOTb T PO3BMBAIOTb COLiANbHI Mepexi. Kibepbesneka
6i3Hec-CTpyKTyp noTpebye nocTikiHoi NIgTPUMKM TA BJOCKOHA/IEHHS! HO OCHOBI QHANI3Y ii ePeKTUBHOCTI Ta pe3ybTaTBHOCTI. Lle
cnpusTuMe NigBuLLeHHIO KibepCTifiKocTi i po3BUTKY Bi3HEC-CTPYKTYPH B Cy4aCHUX YMOBAX.

MeTa. MeToto CTaTTi € gocnignuTi OCHOBHI 3acagm 3abe3neyerHHs Kibepbesrneku bi3HeC-CTPYKTYp y CoUiaIbHIX Mepexax
3 YPaxyBAaHHAM crieyndiky eKoHOMIYHOI GisiIbHOCTI, iIHOPMALiFiHO20 MPABA TA HOBITHIX TeXHONORI.

Marepiann i meTogn. Matepianamm gocnigxkeHHs € HayKOBA Ta gOBIGKOBA AiTepatypd, MPAKTUYHMI §OCBIg 30 OKPeCcIeHoko
TemMoro. B npoLieci gocigxxeHHs BUKOPUCTAHO 3a2a/IbHOHAYKOBI T CNewia/ibHi MeTogu, 30Kpema: TeOPEeTUYHOR20 y3a2a/IbHeHHS,
CMCTeMaTu3auii Ta CCTeMHOR20 AHANI3Y, a TAKOX 2padiyHmii MeTog.

Pe3ynbTati. YgockoHaneHo TeopeTuyHi NonoxeHHs i po3pobieHeHo NpakTUYHi pekomMeHgauii ogo 3abe3neyeHHs Kibep-
6e3neku Bi3HeC-CTPYKTYp Y COLIaNIbHUX Mepexax 3 YpaxyBaHHAM CreLmdiki eKoHOMIYHOI gisiibHOCTi, iHpopmauiiHo20 npasa Ta
HOBITHIX TeXHO/I02ii. HayKOBA HOBM3HA MOJISI2A€ Y BQOCKOHAIEHHI CUCTEMM Vi MEXAHI3MY MiHIMi3aLii CTOPOHHbOR20 (30BHILLIHH020)
KibepHeTM4HO20 BIMBY 3 YPaxyBAHHAM BigMOBIgHMX HACAIGKIB Ha ocobucTuii kabiHeT kepiBHMKa (abo agmiHicTpaTopa) bisHec-
CTPYKTYPU B COLQIbHUX Mepexax. TaKOX gogaHo 0n1C MOXIMBUX AIROPUTMIB AHANIZY gaHMX BI3HeC-CTPYKTYP Y COLiaIbHNX
Mepexax fK iHCTpYMeHTY 300py gaHux. Kpim T020, OLHIOITHCA MOXIMBI MeTogu NpoTUgil Ta nigeuiLeHHs 6e3neku CTOpiHOK
agMiHiCcTpaTopiB i BAGCHWKIB AKAYHTIB Y CouianbHUX Mepexax. Lle 0bymoseHo TmMm, 1o Oygb-ska iHpopmauis, 3ibpaHa B IH-
TepHeTi, MOoXe CPOBOKYBATH 3/I0BMUCHUKIB HA KibepaTaky. BpaxoByto4n HEMOXIUBICTb 31aMy COLaNbHNX Mepex sIK LiliCHOT
CHCTeMM, 3/I0BMUCHUKN BUKOPUCTOBYIOTb 3/10M OCODUCTIX AKAYHTIB KepiBHUKIB Gi3HeC-CTPYKTYp. BranB ginosux, eKOHOMIYHNX
3B'A3KIB Y COLIQ/IbHUX Mepexax TAKOX po32/1gAETbCs gAs BUSHAYEHHS 2pynu Il0gedi, sIKi 3aiiMaioTbCs MPOCYBAHHSAM TOBAPY
B COLIaNbHNX Mepexax. [1poBegeHo aHani3 icHyloymx MeTogis 3abe3neyeHHs kibepbesneku B HaMBIGOMILLIMX COLIAbHIX Mepexax
Facebook Ta Instagram 3 ypaxyBaHHsM crieLudiku eKOHOMIYHOI gisiIbHOCTI, iHpopMAaLifiHO20 MPABA TA TeXHO/ORiN.

[epcriekTuBK. Y nepcrnexkT1Bi peKoMeHgyeTbCs qOCIigUTI TUMKM IHPOPMALIiVIHMX CUCTeM | TeXHOM02il 3a chepamm 3acTocy-
BAHHS B GisIbHOCTI Gi3HeC-CTPyKTypu.

Kniouosi cnoBa: 6i3Hec, bisHec-CTpykTypa, kibepbe3neka, iHpopmauiiiHi TexHonozii, inpopmauis, aHanitika, iHpopmaviive
npaso, bi3Hec-pu3nKK, KOPUCTYBAY, KOPMOPATUBHA CTOPIHKA, COLA/IbHA MepeXxd, pe3y/bTar.

ntroduction. Any business initiatives must be bal-  the standpoint of the institutional approach, business
anced with practical security issues. At the same  structures should be understood as: a) business entities
time, it is known that today ensuring the cyber security  that are legal entities that have structural subdivisions
of a business structure is an important aspect of its  and a specific management hierarchy; b) association of
successful functioning and development [1]. Here, from  business entities that have common business goals [1; 2].
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It was established that the cyber security of a busi-
ness structure is the state of protection of the cyber-
space of the business structure as whole or individual
objects of its information infrastructure (a computer
system, computer data, etc.) from the risk of third-party
(external) cyber influence, under which permanence
and stability in the implementation of set tasks and
achievement of economic goals are ensured, as well as
timely detection, prevention (or counteraction) and neu-
tralization of real and potential challenges, cybernetic
interventions and threats to the interests of the busi-
ness structure [1; 3-10]. Cybersecurity needs constant
support and improvement based on the analysis of its
efficiency and effectiveness. This will contribute to im-
proving the cyber resilience of the business structure.

Analysis of recent research and publications.
According to the results of the research, it was found
that the main structural components of cyber security
in the system of diagnostics and ensuring the econom-
ic security of the business structure are [1]: survey
of information and telecommunication systems and
cryptosystems of opposing parties; cybernetic influenc-
es; protection of one’s own information environment
in the field of economy and management of business
structures.

To minimize or counteract the negative impact of
cyber threats and cyber protection of information,
a complex system of general and specific measures is
necessary: a) organizational, b) technical, ¢) personnel,
and d) legal in nature [9; 10].

The main principles of the system of measures for
cyber protection of information (any information and
data) in the management of the business structure are
[10]: 1) software support; 2) protection of confidential
information and effective control of access to informa-
tion and data; 3) personal responsibility; 4) secrecy
and complexity.

Implementation of new or improvement of existing
IT solutions in the field of cyber security will make
it possible to increase quality, stability and effective
management, and in view of the process and result
will contribute to the development of the business
structure.

Here, in addition to methods of applying informa-
tion systems and technologies [11; 12], management
standards, information processing, data monitoring
systems [13; 14], quality criteria (similar to approach-
es [15-18]), including aspects of operations research
[19; 20] and modeling in the field of cyber security, it
is also necessary to take into account decision-making
support tools, in particular investment ones [21; 22] in
the “type of innovation — type of development” system,
to ensure the efficiency and effectiveness of the use of
information technologies and systems in the manage-
ment of the business structure, in conditions of risk,
uncertainty, complexity and ambiguity [23-32].

The purpose of the article. The purpose of the
article is to investigate the main principles of ensuring
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cyber security of business structures in social net-

works, taking into account the specifics of information

law and the latest technologies.

Research results.

Methods of Cybersecurity of Business Structures.

Considering the high risk of Widespread cyber-
crime and cyber insecurity from the technological risk
categories of The Global Risks Report 2023 (World
Economic Forum), the issue of user security is an im-
portant part of the business structure of any company
[28]. Business structures usually conduct an advertis-
ing campaign on social networks in order to reach the
largest possible audience of potential users or buyers of
the product. Brand advertising and product promotion
takes place in the metaverse with the help of mostly
visual presentation of information in social networks.

A. Analytics as a Tool for Identifying Active Authors

All visual information for analytics is present in
the Document Object Model structure of the hypertext
web page. The process of gathering information for
content analytics can be automated using automated
testing tools.

Commercial giants usually do not publish content
that could potentially be hacked. Information is usu-
ally promotional in social networks:

— video up to 30 seconds long with sensitive or con-
troversial content;

— direct link to a web page with a more detailed de-
scription for promotion with Search Engine Opti-
mization;

— 2-3 question sentences to attract attention from
the first words;

— emoticons and emotions in texts for easier perception
and attracting attention.

The frequency of adding posts in social networks is
on average 4-5 per day. It was analyzed based on the
social networks of Amazon Web Service. Usually, so-
cial networks lead special groups of people who select
the appropriate context, cooperate with bloggers and
famous people, and choose trending things related to
products and services. If a web page is hacked, a com-
pany can suffer reputational losses that often affect
all related products and profits.

The same people can share, comment and like posts
on social networks. And it is not an exception that the
author of those posts may be among those who spread
this information. This may be related to the desire of
the authors of the posts to spread the context created
by them as best as possible.

For such cases, programs have been developed that,
based on information about user activity on the web
page, allow you to determine a potential author who
has direct rights to upload content to business social
networks.

In Fig. the example of analytics process to identify
active users based on collected data.

The main figure in this scheme is a human attack-
er, called a hacker. It is not necessarily one person,
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Fig. 1. An example of analytics process of social network
content to identify active users

Source: compiled by the authors

it can even be a group of people for whom the task
of tracking activities in a certain area, both business
structure and personal pages, is set.

Tracking takes place with the help of ready-made
programs for collecting statistics according to the be-
havior of users on social networks. Any information
about a particular user is of considerable value. An
example of collecting information based on user be-
havior is shown, collecting their likes, comments, and
distribution of certain posts for further processing.
Tracking takes place obviously not from the personal
page of the hacker, but from a third party to make it
impossible to attract attention.

You can collect information about a business struc-
ture or a personal page using many methods, for exam-
ple, from the user’s news feed. Such information gives

the hacker insight into the most active environment
and connections between other leaders or pages.

The next stage of detection is analytics. This stage
identifies the influence and security of a certain person
in the social network, finding the connection between
other team members in the business structure, or iden-
tifying the most important person, namely the head of
the page. The data may contain many parameters for
analysis necessary for a hacker, which, depending on the
business structure or topic, he will use against users.

Thus, users are automatically tracked and victims
of such a scam are identified. Business structures are
a desirable target for hackers due to the large use
of virtual money. After all, for inorganic coverage of
a certain group of people, there is a virtual payment
from Google Ads or any other electronic wallet in social
networks. Having hacked the page of the customer of
advertising posts or other activities, hackers will most-
ly stop its distribution and withdraw the remaining
funds to their accounts or use it for their own needs.

In order to prevent such an algorithm of actions,
the author of the posts should not show excessive ac-
tivity on the customer’s pages.

In large business structures, multifactor checks of
received messages or an excessive number of requests,
so-called DDoS attacks, are used to prevent hack-
er attacks. Employees can undergo regular training
and tests on the ability to recognize danger from the
outside.

Smaller business structures can often be more
vulnerable to information leakage or hacking due to
smaller staff and correspondingly less technical secu-
rity capabilities to prevent such attacks.

B. Vulnerabilities of Corporate Connections Through
Social Networks

Social networks such as Facebook, Instagram,
Twitter and others are protected against various at-
tacks on their resources. Therefore, the personal pages
of administrators are often the easiest way. LinkedIn
is the largest social network covering business and
connecting companies with employees. In the same
way, often in the descriptions of profiles of other so-
cial networks, users indicate information about where
they work or what they belong to. Similarly, in the
LinkedIn social network, anyone can find those who
are part of the organization and have relevant skills
in promoting the content. Such cases are known as
“ducktail”. In this way, hackers can bypass the social
network’s security measures and gain access to users’
business accounts. From a legal point of view, cyber-
attacks can be considered as demanding the transfer
of someone else’s property, money for restoring access,
fraud or others. Another way to collect data from us-
ers of social networks is to create wrapper web pages.
The theft of information can occur through sites that
are very similar in design, but with slightly changed
web page hosting. In this way, the user can enter his
credentials without suspecting that the password can
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be quickly changed in the real system and lose ac-
cess. In this case, a set of different links can also be
sent to personal mail with phishing content, even in
promotional posts or with a hidden hyperlink under
a popular picture or video.

Means and Measures to Prevent the Potential Hack-
ing of Corporate Pages of Social Networks

Data theft is one of the most common ways to per-
form cyber-attacks [29-31]. Several stages of improv-
ing the security of personal pages of business admin-
istrators can be distinguished. These steps, in turn,
can affect the security of business pages.

To prevent password cracking, use strong and fre-
quently changed application passwords without pat-
terns. Another method is to use geolocation to track
logins of the location of the created account.

The next method to avoid being tracked by a hacker
can be to check your signed friends and followers. It
is better to have only reliable friends who you know
personally. In addition, you should avoid open Wi-Fi
hotspots, have a privacy policy in place, and avoid
clicking on suspicious links.

To prevent access in social networks, one of the
stages is two-factor authentication as it is shown in
Fig.. The same options are available in other social
networks such as Facebook, Instagram, LinkedIn,
Twitter and others. The most common applications
for login verification are Duo Security and Microsoft
Authenticator. Most often, this happens with a link to
a phone number. Users will receive a push request or
a code that needs to be entered to access the page from
another device or under another IP address.

Access to personal information can be protected
by two-factor authentication. However, this can be
considered as an additional layer of login protection
rather than a requirement. In many cases, users can
ignore this possibility and can be hacked much faster.

To ensure security, user should often change pass-
words to the page and blog or group, sensitive informa-
tion should be properly protected, and you should have
at least one additional page in reserve with access to
the personal page or blog for later recovery. Large com-
panies check the integrity of each employee to avoid
information leakage.

The security of social network pages is ensured by
the developers. Users, for their part, can use the devel-
oped options for data protection. Since these mentioned
steps are optional and disabled by default for users, all
the mentioned steps can improve security and make it
harder for social media pages to be hacked.

To ensure security on pages for business structures,
the best method would be to use several protected ac-
counts as page administrators at the same time. Each
of these methods in combination will allow slow actions
of the hacker on the page in social networks.
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Prevention of improving security in
social networks of business structures

Changing regular password

Avoid connection to free Wi-Fi

Enabling geolocation tracking
and detection of unrecognized
logins

The existence of several co-
administrators on the
business page

Two factor authorization

Fig. 2. Stages of improving security in social networks
Source: compiled by the authors

Conclusions. The work considers the provision of
cyber security for the business structure and potential
cyber threats. Some types of potentially dangerous
places from the point of view of business structure are
considered on the social network, namely: analytics
of active users and use of corporate connections to
identify administrators of individual business pag-
es. The scientific novelty is the improvement of the
mechanism of minimizing third-party (external) cy-
bernetic influence, taking into account the relevant
consequences, on the personal account of the manager
(or administrator) of a business structure in social
networks. Proposed possible options for measures and
actions to prevent account hacking and cyber-attacks
for both employees and businesses. In order to avoid
detection of administrators of business pages in so-
cial networks, it is possible to minimize input activity
through personal accounts. Instead, the use of options
for frequent password changes avoiding the use of open
Wi-Fi hotspots, location tracking and unspecified login,
adding multiple administrators, and the use of addi-
tional authentication services provide an opportunity
to more effectively protect information and business
reputation.

In the future, it is recommended to study the types
of information systems and technologies in areas en-
shrined in the integrity of business structures.
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