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CYBERSECURITY AS A STRATEGIC
PRIORITY FOR INTERNATIONAL DIGITAL
BUSINESS MANAGEMENT

Summary. Introduction. The rapid digitalisation of international
entrepreneurship has transformed cybersecurity from a purely techni-
cal function into a core strategic priority for cross-border enterprises.
Companies operating on digital platforms, cross-border e-commerce
channels, and interconnected cloud infrastructures increasingly face
cyber risks that generate simultaneous financial, legal, operational,
and reputational consequences across several markets at once. As de-
pendence on third-party digital infrastructure grows, a single cyberse-
curity incident can disrupt entire cross-border value chains and under-
mine customer trust built over years of international market presence.

At the same time, the strategic management of international en-
trepreneurial entities has traditionally treated information security
as a supporting or compliance-oriented function rather than a core
component of strategy formation. This gap between the growing scale
of cyber risk and the still-limited strategic attention devoted to cyber-
security creates a substantial vulnerability for companies seeking to
expand internationally through digital channels.

The study systematises the main types and sources of cyber risk
relevant to international digital business, assesses their economic
scale on the basis of recent global statistics, and proposes a structured
model for integrating cybersecurity risk management into the strategic
management cycle of internationally operating entrepreneurial entities.

Purpose. The purpose of this study is to substantiate the strategic role
of cybersecurity in the management of international digital business, to
identify the key types and sources of cyber risk affecting entrepreneurial
entities operating across borders, and to develop practical recommenda-
tions for integrating cybersecurity risk management into corporate strat-
egy formation in the context of accelerating digitalisation.

Materials and methods. The study relies on a systematic analysis
of scientific publications, international industry reports, and statisti-
cal data on cybersecurity incidents and their economic consequences
for enterprises engaged in international entrepreneurship. Methods
of comparative analysis, generalisation, and synthesis were used to
examine the interconnection between cybersecurity risk management
and strategic management, as well as to assess the scale, structure,
and cost of cyber threats affecting cross-border digital operations.
Particular attention was paid to the classification of digital risks by
area of occurrence, regional and sectoral differences in the cost of
data breaches, and the growing role of artificial intelligence in both
cyberattacks and cyber defence.

Results. The study demonstrates that cybersecurity has evolved
from a purely technical function into a core strategic priority of inter-
national business management. Enterprises operating on digital plat-
forms and cross-border e-commerce channels face a growing diversity
of cyber risks, including ransomware, phishing, DDoS attacks, supply-
chain compromise, and Al-driven automated attacks, which directly
affect their competitiveness, financial stability, and reputation in glob-
al markets. The analysis of recent statistical data confirms significant
regional and sectoral variation in breach-related costs and shows that
organisations formally integrating cybersecurity into strategic planning
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demonstrate greater resilience and faster recovery. A generalised model of cybersecurity-oriented strategic management is pro-
posed, encompassing prevention, detection, response, and resilience as interrelated stages of a continuous strategic cycle.

Discussion. Further research should focus on the industry-specific features of cybersecurity risk management for inter-
nationally operating small and medium-sized enterprises, the development of adaptive governance mechanisms for artificial-
intelligence-related risks, and empirical assessment of the relationship between cybersecurity maturity and the long-term com-
petitiveness of entrepreneurial entities in the global digital economy.

Key words: cybersecurity, strategic management, international business, digital risk, risk management, international entre-
preneurship.

tatement of the problem. The accelerating integration of digital technologies into international entre-

preneurship has fundamentally changed the risk landscape in which cross-border enterprises operate.
Digital platforms, cloud infrastructure, cross-border payment systems, and data-driven decision-making tools
now underpin virtually every stage of international business activity, from market entry to customer engage-
ment and value chain coordination. While these technologies expand the strategic opportunities available to
entrepreneurial entities, they simultaneously expose companies to a growing and increasingly sophisticated
range of cyber threats that transcend national borders and regulatory jurisdictions.

Enterprises engaged in international e-commerce, platform-based business models, and cross-border digital
operations face a distinctive combination of vulnerabilities: dependence on third-party digital infrastructure,
exposure to multiple national legal regimes, large volumes of cross-border data flows, and continuous interac-
tion with global customer bases through interconnected digital ecosystems. As a result, a single cybersecurity
incident can generate simultaneous financial, legal, operational, and reputational consequences across several
markets, making cybersecurity a matter of strategic rather than purely technical concern.

At the same time, the strategic management of international entrepreneurial entities has traditionally
treated information security as a supporting or compliance-oriented function rather than as a core component
of strategy formation. This gap between the growing scale of cyber risk and the still-limited strategic attention
devoted to cybersecurity creates a substantial vulnerability for companies seeking to expand internationally
through digital channels.

Therefore, the central problem addressed in this article lies in determining how cybersecurity risk man-
agement should be integrated into the strategic management of international digital business, identifying the
main types and sources of cyber risk relevant to entrepreneurial entities, and substantiating approaches that
allow companies to transform cybersecurity from a reactive cost centre into a proactive driver of competitiveness
and resilience in global digital markets.

Analysis of recent researches and publications. The relationship between cybersecurity and strategic
management has attracted growing attention from both Ukrainian and international researchers. Khalina O.
and Shmahalo V. [1] examine the strategy for the development of enterprises’ economic security under digital
transformation, identifying risk management, qualified personnel, cybersecurity, digital infrastructure, artificial
intelligence, and blockchain technologies as key components of an integrated security-oriented management
mechanism. Plesiuk O. [2, p. 65] provides a detailed classification of digital risks — including phishing, ran-
somware, DDoS attacks, malware, cyber-interdependence, geopolitical risks, deepfakes, and cybercrime — and
demonstrates that effective digital risk management is a critical element of strategic planning and functional
management rather than an isolated technical task.

Buhrimenko R., Smirnova P., and Smokova L. [3, p. 23] analyse the place of digital security within the over-
all system of enterprise protection, emphasising the need to combine information security and cybersecurity
measures to withstand the risks generated by digital transformation. Prokofieva O. and Bespalova Yu. [4] focus
specifically on cyber risks arising under conditions of globalisation and digital transformation, highlighting the
growing interdependence between global economic integration and exposure to cyber threats.

The strategic dimension of cybersecurity risk management has also been explored internationally. Mizrak F.
[6, p. 98] provides a comprehensive literature review on the integration of cybersecurity risk management into
strategic management, revealing a critical interdependence between the two fields and showing how organisations
formulate proactive measures to align cyber risk mitigation with broader strategic objectives. Empirical evidence
on the scale of the problem is provided by leading industry reports: IBM [7] documents the global costs of data
breaches, Verizon [8] analyses the structure and dynamics of confirmed security incidents, and Imperva [9] exam-
ines the rapidly growing role of automated, artificial-intelligence-driven traffic in the modern threat landscape.

The present study also builds on previous research into the strategic role of digital platforms and e-com-
merce in international entrepreneurship [5], which identified cybersecurity risks, technological dependence,
and regulatory compliance as key challenges of platform-based international business but did not examine
them as an independent strategic priority. This gap forms the basis for the present, more focused analysis.
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Despite this substantial body of research, the specific mechanisms through which cybersecurity risk man-
agement can be systematically embedded into the strategic management cycle of internationally operating
entrepreneurial entities remain insufficiently developed, particularly with regard to the growing influence
of artificial intelligence on both attack and defence capabilities. This gap justifies further research aimed at
developing a structured approach to cybersecurity-oriented strategic management in international business.

Formulation purposes of article (problem). The purpose of this article is to substantiate the strategic
significance of cybersecurity for the management of international digital business. The study aims to systema-
tise the main types and sources of cyber risk affecting entrepreneurial entities operating in cross-border digital
markets, to assess the economic scale of cybersecurity incidents based on recent statistical evidence, and to
propose a generalised model for integrating cybersecurity risk management into the strategic management
process of international entrepreneurship.

The main material. Cybersecurity in the international entrepreneurship context has evolved from a purely
technical, compliance-driven function into one of the central pillars of strategic management. As companies
deepen their reliance on digital platforms, cloud services, and cross-border data exchange, information secu-
rity failures translate directly into strategic vulnerabilities: loss of market access, disruption of cross-border
value chains, erosion of customer trust, and exposure to regulatory sanctions across multiple jurisdictions. The
strategic significance of cybersecurity is therefore no longer confined to protecting technical infrastructure; it
extends to safeguarding the continuity, reputation, and competitive positioning of the enterprise as a whole [1].

A necessary starting point for embedding cybersecurity into strategic management is a systematic under-
standing of the main types and sources of cyber risk faced by internationally operating entrepreneurial entities.
These risks differ substantially in their origin, mechanism of impact, and strategic consequences, which requires
a structured classification rather than a purely technical inventory of threats. Table 1 summarises the principal
categories of cyber risk relevant to international digital business, together with their main strategic implications.

Table 1
Main Types of Cyber Risk in International Digital Business by Area of Occurrence
Area of occurrence Main risk types Strategic impact
Technical infrastructure Ransomware, malware, DDoS attacks Operational disruption, service downtime,
ransom payments
Human and organisational Phishing, social engineering, insider Credential compromise, unauthorised ac-
factors threats cess, data leakage
Supply chain and third Compromise of vendor, logistics and plat- | Cascading breaches across the value chain,
parties form systems loss of partner trust
Data protection and privacy | Unauthorised data collection, regulatory | Legal liability, regulatory fines, reputation-
non-compliance al damage
Geopolitical and regulatory | Cross-border legal fragmentation, state- Market access restrictions, rising compli-
environment sponsored attacks ance costs
Emerging technology Al-driven attacks, deepfakes, automated Fraud, brand impersonation, erosion of
malicious bots customer trust

Source: compiled by the authors on the basis of [2, p. 66; 3, p. 24; 4]

As illustrated in Table 1, cyber risk in international digital business is not limited to technical failures but
spans organisational, contractual, regulatory, and technological dimensions. Technical infrastructure risks such
as ransomware, malware, and distributed denial-of-service (DDoS) attacks directly disrupt operational continuity
and, in cross-border digital platforms, can simultaneously affect customers and partners in multiple markets.
Human and organisational risks, including phishing and social engineering, remain among the most common
entry points for attackers, as they exploit employee behaviour rather than technical vulnerabilities alone [2, p. 67].

Supply-chain and third-party risks have become increasingly significant for internationally operating en-
terprises, which typically depend on a dense network of logistics providers, payment processors, cloud vendors,
and platform operators located across different jurisdictions. A security failure at any point in this network
can cascade through the entire value chain, undermining the resilience of otherwise well-protected core oper-
ations [3, p. 25]. This interdependence illustrates why cybersecurity cannot be managed solely at the level of
an individual enterprise but must be addressed as part of a broader strategic approach to partner selection,
contractual risk allocation, and continuous monitoring.

Data protection and regulatory risks add a further layer of complexity to international operations. Enter-
prises operating across borders must simultaneously comply with a fragmented and continuously evolving
regulatory landscape, including data protection regulations such as the General Data Protection Regulation
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(GDPR) in the European Union, sector-specific cybersecurity directives, and national cybersecurity strategies.
Recent analytical reviews indicate that a new wave of mandatory regulatory frameworks — including the EU’s
NIS2 Directive, the Cyber Resilience Act (CRA), and the Digital Operational Resilience Act (DORA) —is trans-
forming cybersecurity from a discretionary risk-management practice into an explicit corporate governance
obligation with direct legal liability for company leadership [10]. For internationally active entrepreneurial
entities, this means that cybersecurity strategy must be aligned not only with technical best practice but also
with an increasingly demanding and jurisdiction-specific compliance environment.

The economic scale of these risks can be assessed through recent global statistics on the cost of cybersecurity
incidents. Table 2 summarises the average global and industry-specific cost of a data breach, based on the most
recent international benchmarking data.

Table 2
Global Average Cost of a Data Breach by Region and Industry, 2025
Region / industry Average cost of a data breach, USD million
Global average 4.44
United States 10.22
Healthcare sector 7.42
Financial sector 5.56
Public sector 2.86
Additional cost where the breach involved shadow Al +0.67

Source: compiled by the authors on the basis of [7]

The data presented in Table 2 confirm that the financial consequences of cybersecurity incidents vary substan-
tially by region and industry, reflecting differences in regulatory penalties, the value of compromised data, and the
maturity of incident response capabilities. Although the global average cost of a data breach decreased for the first
time in five years, driven largely by faster containment enabled by artificial-intelligence-based defence tools, the
United States and highly regulated industries such as healthcare and finance continue to bear substantially higher
costs, underscoring the strategic importance of local regulatory context for internationally operating enterprises [7].

A particularly important trend affecting international digital business is the growing dual role of artificial
intelligence in both attack and defence. On one hand, Al-based defence tools accelerate breach detection and
containment, reducing the operational and financial impact of incidents [7]. On the other hand, cybercrimi-
nals increasingly use Al to design more sophisticated and evasive attacks. According to Verizon’s most recent
global analysis of confirmed security incidents, ransomware attacks rose sharply and were present in 44% of
all analysed breaches, compared with 32% in the previous reporting period [8]. At the same time, automated
web traffic — a substantial share of which is now driven by Al-based bots — has, for the first time, surpassed
human activity, accounting for the majority of global web traffic, with malicious (“bad”) bots representing more
than a third of all internet traffic and increasingly targeting business logic, application programming interfac-
es (APIs), and customer-facing digital channels [9]. This trend is especially relevant for enterprises operating
international e-commerce platforms and online marketplaces, where automated attacks can directly affect
transaction integrity, customer experience, and brand trust [5].

The scale of potential disruption is illustrated by the global information-technology outage triggered by
a faulty security-software update in July 2024, which caused an estimated 8.5 million Windows-based systems to
fail simultaneously across multiple countries. Although the incident originated from a single vendor’s software
defect rather than a malicious cyberattack, its consequences illustrate the same strategic vulnerability created
by technological dependence and supply-chain concentration described in Table 1: airlines cancelled several
thousand flights worldwide, and industry estimates placed direct losses to Fortune 500 companies alone at
approximately USD5.4 billion, with the banking and healthcare sectors among the hardest hit [11]. For inter-
nationally operating entrepreneurial entities, this episode demonstrates that resilience planning must extend
beyond malicious cyber threats to encompass the broader category of technological dependency risk arising
from reliance on a small number of globally dominant software and infrastructure providers.

This example also highlights a further strategic consideration for entrepreneurial entities operating across
borders: legal and contractual exposure following a cyber or technological incident is rarely confined to a single
jurisdiction. Affected companies pursued compensation through multiple national legal systems simultaneously,
illustrating that cybersecurity governance must be coordinated not only with technical risk owners but also
with legal, insurance, and investor-relations functions at the strategic level, particularly for enterprises with
operations, customers, or listed shares in several countries [11].
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These findings demonstrate that cybersecurity risk can no longer be treated as an isolated technical issue
delegated entirely to information technology departments. Instead, it needs to be systematically integrated into
the strategic management cycle of internationally operating entrepreneurial entities. Building on the theoretical
foundations proposed in the literature on integrating cybersecurity risk management into strategic management
[6, p. 102], this study proposes a generalised model comprising four interrelated stages, illustrated in Figure 1.

Prevention —_— Detection —> Response —> Resilience

Fig. 1. Key stages of the cybersecurity-oriented strategic management cycle
Source: compiled by the authors on the basis of [1; 6, p. 102]

The first stage, prevention, involves the integration of cybersecurity considerations into strategic planning
from the outset, including risk assessment during market entry decisions, vendor selection, and platform
adoption, as well as investment in staff training and adherence to recognised international standards such
as ISO/IEC 27001. The second stage, detection, requires continuous monitoring of digital infrastructure and
transaction flows, increasingly supported by artificial-intelligence-based anomaly detection tools capable of
identifying threats across multiple markets and time zones in real time.

The third stage, response, concerns the enterprise’s capacity to react rapidly and in a coordinated manner to
confirmed incidents, minimising operational disruption and limiting reputational and financial damage across
all affected markets simultaneously. The fourth stage, resilience, reflects the enterprise’s ability to learn from
incidents, adapt its strategic priorities, and strengthen its long-term competitive position by demonstrating
reliability and trustworthiness to international partners, regulators, and customers. Together, these four stages
form a continuous cycle rather than a linear sequence, requiring periodic reassessment as both the regulatory
environment and the technological threat landscape evolve.

For internationally active entrepreneurial entities — and particularly for small and medium-sized enterprises
with limited dedicated cybersecurity resources — the practical implementation of this model requires several
concrete strategic actions. These include allocating a defined share of the strategic budget to cybersecurity rather
than treating it as a residual cost, establishing board-level accountability for cyber risk oversight, conducting
regular scenario-based resilience testing that accounts for cross-border regulatory and operational dependencies,
and embedding cybersecurity criteria into the selection and ongoing evaluation of foreign partners, platforms,
and suppliers. Enterprises that adopt such a proactive and strategically embedded approach are better positioned
to transform cybersecurity from a defensive cost centre into a genuine source of competitive differentiation,
particularly in digital markets where customer trust is a decisive factor in long-term success [1; 4].

Conclusions of this research and prospects for further research in this area. This study confirms
that cybersecurity has become a strategic priority rather than a purely technical concern for entrepreneurial
entities operating in international digital markets. The systematisation of cyber risk by area of occurrence
demonstrates that technical, organisational, supply-chain, regulatory, and technology-driven risks are deeply
interconnected and require a coordinated strategic response rather than fragmented technical fixes. Recent
global statistics confirm the substantial and unevenly distributed economic cost of cybersecurity incidents,
as well as the accelerating dual role of artificial intelligence in both amplifying cyber threats and improving
organisational defence capabilities.

The proposed model of cybersecurity-oriented strategic management, encompassing prevention, detection,
response, and resilience, provides a structured framework for integrating cyber risk management into the
strategic decision-making process of internationally operating enterprises. The analysis shows that companies
which formally embed cybersecurity into strategic planning — through board-level oversight, dedicated bud-
gets, staff training, and continuous monitoring — are better positioned to sustain competitiveness, regulatory
compliance, and customer trust in global digital markets.

Further research may focus on the empirical assessment of cybersecurity maturity levels among interna-
tionally operating small and medium-sized enterprises, the development of adaptive governance mechanisms
for managing artificial-intelligence-related cyber risks, and comparative analysis of regulatory approaches to
cybersecurity across major international markets. Such research would further strengthen the theoretical and
practical foundations for integrating cybersecurity into the strategic management of international entrepre-
neurship in the evolving global digital economy.
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JOIJATKOBA IHOOPMALIA
BHECOK ABTOPIB: Yci aBTopu 3po0uiu BHECOK ITOPiBHY.
DOIHAHCYBAHHS: Asropu He 0TPpUMYBAJTH (DiHAHCYBAHHSA [IJIA I[bOTO JOCITIKeHHS.
3AABA ITPO JOCTYIIHICTDb JAHMX: He 3acTocoByeThbes.
KOH®JIIKT THTEPECIB: ABTopu 3aABIATH IIPO BiCYyTHICTh KOHQJIIKTY iHTEPECIB.
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KIBEPBE3MNEKA K CTPATEMNYHUMN
NMPIOPUTET YNPABJIIHHA ULNWOPOBUM
MIXHAPOAHUM BIBHECOM

AHotauis. Bctyn. LBugka ungposizavis MixkHapogHO20 Nignpuem-
HULTBA nepeTBopua Kibepbesneky 3 BUK/IIOYHO TeXHIYHOT PyHKLi Ha
KJII04OBUI CTPATER2IYHMI NPIOPUTET /I TPAHCKOPJOHHUX MigNPHEMCTB.
Komnawii, 1o ¢yHKUiOHYIOTb Ha LMPPOBMX MA1ATHOPMAX, y KaHAAX
TPAHCKOPJOHHOI e1eKTPOHHOI KoMepLiii Ta B yMOBax B3AEMONOBA3AHOI
XMApHOI iHpacTpyKTypu, gegani YacTille CTUKAKOTLCA 3 Kibeppu3anka-
MU, SIKi OGHOYACHO CIPUYMHSAIOTb BIHAHCOBI, NPABOBI, OnepaviiiHi Ta
penyTawinHi HaCAigK1 Ha KiZIbKOX PUHKAX. Y Mipy 3pOCTAHHSA 3a/1ex-
HOCTI Big CTOPOHHbOI UMPPOBOI iHPPACTPYKTYpY OguH KibepiHLmUgeHT
3gATHUI NOPYLUMTH Li/li TPAHCKOPGOHHI IAHLI02M CTBOPeHHS BAPTOCTI
Ta nigipBaTy goBipy KIEHTIB, COOPMOBAHY POKAMM MPUCYTHOCTI HA
MiKHAPOGHOMY PUHKY.

BogHouac cTpateziuHe ynpasiiHHA CyO'eEKTamMm MiXKHaGpOgHOI nig-
MPUEMHMLIbKOI GiSIbHOCTI TpaguLifiHO po32agano iHpopmaviiHy
be3reky siKk gornomixHy abo KOMMIAEHC-OPIEHTOBAHY QYHKLIO, a He
SIK HeBig'EMHMIT KOMMOHEHT opmyBaHHs cTpatezil. Lieit po3pms mix
3pocraroymnm maclutabom kibeppr3nkis i Bee Le obMmexeHolo cTpaTe-
2i4HOI0 YBa20t0 go Kibepbe3neku CTBOPIOE CYTTEBY BPA3/MBICTb sl
KOMMQHI, L0 NPazHyTb MiXKHaPOGHOI eKCraHcii Yepes LindpoBi KAHa/M.

Y goC/igKeHHi cMcTeMaTU30BaHO OCHOBHI BMGW Ta gxxkepena kibep-
PU3VIKiB, peNeBaHTHI gas unppoBo20 MixXHAPOgHO20 Bi3Hecy, oLiHeHO
iX ekoHoMiYyHMIT MaclwTab Ha OCHOBI AKTYAbHMX 27100A1bHNX CTA-
TUCTUYHUX AHMX, 0 TAKOX 3AMPONOHOBAHO CTPYKTYPOBAHY MOGe/ib
iHTe2payii ynpasaiHHA Kibeppunkamu y cTpateiyHuii ynpaBaiHCbKusi
UMK CyO'eKTIB MiXHAPOGHOI NIgMPUEMHNLIbKOI GisiIbHOCTI.

MeTa. MeToto gocnigseHHsl € 0bfpyHTYBAHHS CTpATe2iyHOI poni
Kibepbe3rneky B ynpasiHHI LndpoBuM MixKHaPOgHUM Bi3HecoMm, Bu-
3HAYeHHs OCHOBHMX BUGIB i gxkepen Kibeppu3ankiB, L0 BIANBAKOTb HA
cyO’eKTiB NIGNPUEMHNLBKOI gisIbHOCTI, SIKi PYHKLIOHYIOTb HO MiXKHG-
POgHMX PUHKAX, d TAKOX PO3POO/IeHHs MPAKTUYHUX PeKOMeHgaLlii
Logo iHTe2pauii ynpasaiHHs kibeppusukamu y npoLiec opmyBaHHs
KOPropaT1BHOI cTpatezii B yMOBAx NpucKkopeHoi LndpoBsizauii.

Martepiamm i meTogu. [locnigxxkeHHs 6A3yeTbCs Ha CUCTEMATUYHOMY
aHanisi HaykoBumx nyoAiKavis, MiXHaOPOGHMX 2a1y3eBuX 3BiTiB Ta CTATUC-
TUYHMX gaHWX LLOGO KIbepiHLMGEeHTIB | iXHIX eKOHOMIYHUX HACNIgKIB st
nigrnpueEMCTB, AKi 3qiFICHIOTb MDKHAPOGHY MIGNPUEMHMLIbKY GisiSIbHICTb.
3acToCoBAHO METOGM MOPIBHA/IbHOR0 AHANI3Y, y3a2A/IbHEHHS T CUHTe3Y
§/151 BUBYEHHS B3AEMO3B'A3KY MiX yrpaBaiHHAM Kibeppuaukamu Ta
CTpate2iyHnM yrpasiHHAM, @ TAKOX GJ1S1 OLiHKM MacluTady, CTpykTypu
i BapTocTi kibep3aepo3, Lo BAMBAIOTH HAO TPAHCKOPGOHHI LingpoBi
onepavii. Ocobamy yBazy npugineHo knacugikauii undpoBux puankis
30 chepamu BUHUKHEHHS], Pe2iOHANbHUM | 2a/1y3eBUM BIgMIHHOCTAM Y
BAPTOCTI BUTOKIB GUHMX, A TAKOX 3POCTAIOYIV PO LUTYYHOR0 iHTENIeKTY
K y Kibepatakax, Tak i B Kibep3axmcri.

PesynbTatu. [locnigokeHHs nokasye, 1o kibepbesneka nepetsopunacs
3 BUKJIIOYHO TeXHIYHOI PYHKLIT Ha KI040BMIT CTpaTe2iyHmii npioputet
YMPABAIHHS MiXKHaPOgHMM Gi3Hecom. [TignpreMCTBA, L0 GYHKLIOHYIOTb
Ha UMPpoBMX NAaTPopmax i B KAHAAAX TPAHCKOPJOHHOI e1eKTPOHHOI
KOMepLii, CTUKAITbCs 3 gegani Oinblumm po3mMaiTTaM Kibeppu3nKis,
BK/IIOYHO 3 MPO2PAMAMu-BuMazavyamu, gitumHaom, DDoS-atakamu,
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KOMMPOMETAL|i€0 NIAHLI02IB MOCTAYaHHS Ta ABTOMATU30BAHMMM ATAKAMM HA OCHOBI LUTYYHOR0 IHTeNEeKTY, Lo be3nocepegHbo
BM/IMBAIOTb HA IXHIO KOHKYPEHTOCTPOMOXHICTb, PiHAHCOBY CTikiKiCTb i penyTawilo Ha 2106aAbHUX PUHKAX. AHAAI3 AKTYANbHNX
CTATUCTMYHNX GAHMX MiGTBEPYXKYE CYTTEBY PE2IOHAIbHY Ta 2a/1y3€eBY gUdepeHLiaLio BUTPAT, MOB'A3AHMX i3 BATOKAMM gaHuX,
i geMOHCTpYEe, L0 MignpUEMCTBA, siKi popmanbHO iHTe2pyIoTb Kibepbesneky y cTpaTeziyHe naaHyBAHHS, XAPaKTepu3yioTbCs BU-
LLIOIO CTINKICTIO TA WBMJLUMM BIGHOB/IEHHAM. 3AMPONOHOBAHO y3a2a/IbHeHY MOge/ib CTPATe2i4HO20 YPAB/iHHSA, OPIEHTOBAHO20
Ha Kibepbe3reky, Lo 0XorIoe 3an0bi2aHHs, BUSBIEHHS], ped2yBaHHS Ta CTifKICTb Ik B3AEMOMNOB'A3aHi eTany be3nepepBHO20
CTPATe2iyHo20 UMKIY.

[NepcriekTnBu. [oganbLui gocaigxeHHs goLibHO 30cepequTii Ha 2any3eBisi cneundilli ynpasniHHs Kibeppuankamm gas Maamx
i cepegHix nignpueMCTB, LLO 3giFCHIOTb MiXXHAPOGHY isiIbHICTb, PO3POOAEHHI AganTUBHUX MEXAHI3MIB YrPAB/iHHS PUNKAMMY,
MOB'A3AHUMM 3i LUTYYHNUM [HTEIeKTOM, 0 TAKOX eMMipUYHil OLiHLi B3AEMO3B'A3KY MiX piBHem 3pinocTi kibepbesnekn Ta goB2o-
CTPOKOBOIO KOHKYPEHTOCIPOMOXHICTIO CyO'eKTIB NIgNPUEMHMLbKOI GisiIbHOCTI B 27100a/1bHI¥ LM@POBIii eKOHOMIL.

Kmoyosi cnoBa: kibepbesneka, cTpateziyHe yrnpasaiHHs, MixHapogHuii Gi3Hec, UNPPOBMIT PU3MK, PUBMK-MEHEGKMEHT,
MiXKHapOgHe nignpueMHULTBO.
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